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1
Decision/action requested

It is requested to discuss the interpretations on the condition for provisioning of the ePDG identity to the UE.
2
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3
Rationale

This paper aims to analyse the incoming LS S3-241729 (C1-242936) as below and give proposals.

"
The statement with yellow highlighted texts below are excerpted from clause 8.2 of TS 33.402 regarding the procedure of tunnel full authentication and authorization between the UE and the ePDG.

The yellow highlighted texts may be interpreted in different ways: in step 6 of figure 8.2.2-1 in clause 8.2.2 of TS 33.402,

the ePDG identity in successful IKE_AUTH response of the first IKE_AUTH exchange shall be provided to the UE if the UE has requested with a CERTREQ payload; or

the ePDG identity in successful IKE_AUTH response of the first IKE_AUTH exchange shall be provided to the UE regardless of whether the UE has requested with a CERTREQ payload.
CT1 would like to ask SA3 to confirm which interpretation above is correct.
"

8.2.2
Tunnel full authentication and authorization

... … 
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Figure 8.2.2-1: Tunnel full authentication and authorization

As the UE and ePDG generate nonces as input to derive the encryption and authentication keys in IKEv2, replay protection is provided. For this reason, there is no need for the 3GPP AAA Server to request the user identity again using the EAP-AKA specific methods (as specified in RFC 4187 [7]), because the 3GPP AAA Server is certain that no intermediate node has modified or changed the user identity.

1.
The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2.
The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]). The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain an IPv4 and/or IPV6 home IP Address and/or a Home Agent Address. If the UE is provisioned with the ePDG root certificate, it shall include the CERTREQ payload within the IKE_AUTH request message to request ePDG’s certificate.

... …
6.
The ePDG responds with its identity, a certificate, (if the UE has requested with a CERTREQ payload in step 2), and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.

"

According to the yellow highlighted texts in step 2, the UE includes the IDr payload containing APN in the IKE_AUTH request message in first IKE_AUTH exchange.
According to section 1.2 in RFC 7296, the initiator (the UE) can use IDr payload to specify to which of the responder's identities it wants to talk.
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Observation 1
Based on the above, the ePDG needs to include IDr payload in the IKE_AUTH response message in first IKE_AUTH exchange.
Observation 2
Following statement is excerpted from clause 7.2.1 of TS 23.402:

"

8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads. The ePDG also includes the identity of the associated PDN (APN) in the IDr payload of IKEv2. In case the UE provided APN to the ePDG in the earlier steps, the ePDG shall not change the provided APN.
"
Based on the cyan highlighted texts, it can be concluded:

the UE includes IDr payload containing APN in the IKE_AUTH request message of the first IKE_AUTH exchange but the ePDG does not provide the APN in the IKE_AUTH response message of the first IKE_AUTH exchange.

In other words, the IDr payload in the IKE_AUTH response message of the first IKE_AUTH exchange does not contain APN.
4
Detailed proposal

Based on observations above, it proposes to add following clarifications in clause 8.2.2 in TS 33.402 (see CR S3-241902):

6.
The ePDG shall respond with its identity, a certificate if the UE has requested with a CERTREQ payload in step 2, and send the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.

In addition, an LS response (see LS out S3-241901) to CT1 to confirm "b)
the ePDG identity in successful IKE_AUTH response of the first IKE_AUTH exchange shall be provided to the UE regardless of whether the UE has requested with a CERTREQ payload." is the correct interpretation.
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